In this paper, considering both cluster heads and sensor nodes, we propose a novel evolving a network model based on a random walk to study the fault tolerance decrease of wireless sensor networks (WSNs) due to node failure, and discuss the spreading dynamic behavior of viruses in the evolution model. A theoretical analysis shows that the WSN generated by such an evolution model not only has a strong fault tolerance, but also can dynamically balance the energy loss of the entire network. It is also found that although the increase of the density of cluster heads in the network reduces the network efficiency, it can effectively inhibit the spread of viruses. In addition, the heterogeneity of the network improves the network efficiency and enhances the virus prevalence. We confirm all the theoretical results with sufficient numerical simulations.
Introduction
In recent years, research on the complex network theory has received much attention and formed a new research field. [1, 2] Many important results have been obtained, and the proposals of small-world [3] and scale-free models [4] have raised an upsurge of research on complex networks. With the further study of complex networks, the research for relevant applications is attracting more and more attention, [5] e.g., in wireless sensor networks (WSNs). [6] The WSN is a self-organized network system consisting of a large number of cheap sensor nodes deployed in the monitoring region that could freely communicate with each other through multi-hop routing protocols, and it combines sensors, modern networks, wireless communication, embedded computing technologies, etc. As the WSN has many potential applications in civil and military fields, it is recognized as one of the most important technologies in the 21st century. [7] The sensor nodes are generally equipped with limited power, and bad detection environments make the battery replacement extremely difficult. Thus, sensor node failure caused by energy depletion often occurs, which greatly reduces the reliability and stability of the entire system. [8] The restriction on node energy seriously hinders the further application of the WSN. To solve this problem, several network routing protocols have been designed. [9] [10] [11] Those protocols prolong the life cycle of the WSN to a certain extent, but still cannot avoid the node failure problem caused by other factors such as virus attacks and hardware failures. In order to reduce the influence of node failure, the WSN should possess a stronger fault tolerance. Therefore, the research into a fault-tolerant mechanism for the WSN has important practical significance. [12] With the rapid development of the complex network theory, researchers begin to use it to study the fault tolerance of a WSN. Based on the random graph theory, Ding and Guan [13] proposed a new WSN evolution model and analysed its performance. The analysis showed that the model obviously improved the fault tolerance in the WSN. By introducing the small-world model, Hawick and James [14] constructed a WSN model to enhance the network fault tolerance and extend the lifetime of the network. Based on the complex network theory, Zhu et al. [15] put forward two energy efficient WSN evolution models and discussed the performances of those two models. Considering two different types of sensor nodes, Li et al. [16] gave a local-world WSN evolution model, and analysed the influence of a few factors such as the local world scale on the network performance. However, almost all of the existing studies ignored the feature of multi-hop communication in a WSN and assumed that each sensor node covered the same number of communication nodes, which is obviously inconsistent with the real network. By means of complex network theory, Chen et al. [17] built a local world WSN evolution model with scale-free property in order to obtain a high fault tolerance, but the evolution mechanism did not take into account the effect of node degree on the network performance. Recently, we [18] considered the limitation of the maximum degree of each node and presented another local world WSN model among sink nodes. Nevertheless, the model ignored the exis-tence of ordinary sensor nodes.
Based on the above research, in the present paper, we propose a novel evolution model according to the random walk mechanism [19] to further investigate the fault tolerance of a WSN. In order to construct a complete WSN, both cluster heads (denoted by C-type) and sensor nodes (denoted by Stype) will participate in the whole evolution process of the network. [16] In view of the fact that the scale-free networks possess a strong robustness against random failure, [20] the WSN generated by our evolution model exhibits scale-free property, and the node degree distribution exponent of the network can change continuously with the density of C-type nodes. In the evolution mechanism, the preferential attachment is not only related to the residual energy of the WSN nodes, but also depends on the node degree. The research shows that the WSN generated by such an evolution model has a good fault tolerance and can dynamically balance the energy consumption of the network, which greatly improves the network performance and prolongs the life cycle of the network. We also find that increasing the density of C-type nodes extends the average path length of the network and reduces the network transmission efficiency. However, the heterogeneity of the network is able to improve the network efficiency.
In order to effectively deal with the growing severe security threats faced by WSNs, in this paper we investigate the spreading dynamical behavior of viruses in the evolution model by means of the propagation theory of complex networks. The virus transmission dynamic is one of the main research contents of the complex network theory. [21] [22] [23] [24] When describing the propagation process of network viruses, it usually requires appropriate propagation models, such as susceptible-infected-susceptible (SIS) [25] and susceptibleinfected-removed (SIR) [26] models. In the SIS model, each node has two possible discrete states: susceptible and infected. The susceptible state represents that the node is free of viruses but can be infected. The infected state means that the node has been infected and can pass viruses to other susceptible nodes. In this paper, we mainly adopt the SIS model to study the influences of C-type node density and network heterogeneity on virus propagation characteristics. The results show that both the virus propagation velocity and the virus prevalence decrease as the C-type node density increases, but the network heterogeneity increases the density of infected nodes. Finally, numerical simulations are used to verify these conclusions. We hope that our study will expand the application areas of WSNs and contribute to the prevention and control of viruses in a WSN.
The rest of this paper is organized as follows. Based on the random walk mechanism, a novel WSN evolution model is established in Section 2. In Section 3, the theoretical analysis of the evolution model is presented. Then in Section 4, numerical simulations are given to confirm the predictions obtained in Section 3. Finally, in Section 5, some conclusions are drawn from the present studies.
Novel evolution model of WSN
In this section, we propose an evolution model that can generate a scale-free WSN to enhance the fault-tolerant performance of the network. Considering the importance of consumption balance of node energy for the WSN, we use the preferential attachment mechanism that depends on the product of the node degree and the node's residual energy. In a WSN, the collected data can be transmitted between different C-type nodes and between C-type nodes and S-type nodes. However, data transmission is usually not allowed between different S-type nodes. [16, 27] Based on this, our evolution model allows us to establish connections between C-type nodes and S-type nodes as well as between different C-type nodes, but does not allow connections between different Stype nodes. The node energy in the WSN is mainly used for collecting, processing, and transmitting data, wherein the data transmission consumes the most energy. [28] Therefore, we can assume that the residual energy of each node in the WSN remains unchanged in the evolution process. Based on the random walk strategy, the WSN evolution mechanism is described as follows.
(i) The network is initialized with a small number (m 0 ) of C-type nodes and one base station, and all m 0 C-type nodes are connected to the base station.
(ii) One C-type node or S-type node is randomly chosen as the starting point of the random walk.
(iii) At each step of the walk, the probability that a walker moves from the current node i to one of its C-type neighbors j is expressed as
where E j and k j are the residual energy and the degree of node j, respectively, and Λ i denotes the set of C-type neighbors of node i. If node j is not marked, then mark it, or else, randomly walk again. Repeat the random walk process until m different C-type nodes are marked.
(iv) A new C-type or S-type node is added to the network with probability (node density) α or 1 − α, respectively, and connected to the m marked C-type nodes by undirected links.
(v) The whole process is repeated starting from step (ii), until the network size reaches up to N.
From the above evolution mechanism, we can see that the generation process of the WSN takes into account the evolution of both C-type nodes and S-type nodes. In the whole evolution process, only the degree of C-type node continuously increases, while the S-type node connectivity is always m, i.e., 010509-2 it remains unchanged. The probability that one C-type node is selected to establish a new link is not only related to its connectivity, but is also determined by its residual energy. For the same connectivity, the more residual energy a C-type node has, the bigger the probability that it will be selected to establish a new connection. Therefore, the evolution mechanism can keep the balance of residual energy of the entire network, so as to prolong the network life cycle and improve the whole performance of the network.
Analysis of the WSN evolution model
The node degree distribution is an important statistical parameter used to describe the topological structure of a complex network. In this section, we use the mean field theory to analyze the degree distribution of the proposed evolution model. [29] In the evolution process of the network, the connectivity of the S-type node always remains a constant, while the C-type node connectivity will continuously increase with the evolution time. So here we pay attention mainly to the degree distribution of C-type nodes.
Let p(i) be the probability that node i is randomly selected from the network with N nodes p(i) = 1/N, and p( j) be the probability that the walker arrives at one C-type neighbour j of node i by following one of the k i links connected to node i. The expression of p( j) can be derived by using the Bayes rule as [17] 
where the conditional probability p( j/i) denotes the probability that the walker moves from the starting node i to its C-type neighbor j. From the proposed evolution model, we know that p( j/i) can be written as
Similarly, the conditional probability p(i/ j), i.e. the probability that the walker starts at j and arrives at i, is given by
where Λ j is the set of all C-type nodes in the neighborhood of node j.
To conveniently analyze the problems without losing rationality, here we suppose that E l = E l ≈ E and k l = k l ≈ k , [16] where E is the mean value of residual energy of all C-type nodes in the network and k is the average degree of the network. From this, ∑
Furthermore, the starting node in the random walk process is chosen randomly. Thus, on average, k i in Eq. (5) equals k j in Eq. (6) . Hence, we can obtain
Combining all the above equations, we can obtain
According to the proposed WSN evolution mechanism, the evolution of network topology can be regarded as a dynamic growth process, i.e., at each time step there will be one new Ctype or S-type node connected to m existing C-type nodes in the network. Thus, only the degree of the C-type node continuously increases with the network evolution. In order to utilize the mean field theory to analyze the performance of the evolving network, we assume that the network undergoes a long time evolution and k j is a continuous parameter with time t. So the growth rate of k j can be described as
In order to simplify Eq. (9), Nk i can be expressed as [30] Nk
The summation over the degrees of all existing C-type nodes during the time step from 0 to t can be calculated as
Substituting Eqs. (9) and (10) into Eq. (11) gives
that is,
which yields the solution
where
The f (E) is related to the residual energy distribution of C-type nodes, and the possible distributions usually include uniform distribution, power-law distribution, exponential distribution, [15] etc. For the uniform distribution, we have f (E) = 1.
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At each time step, when one new C-type or S-type node enters into the network, m new links are established with m old C-type nodes. Thus, the initial condition can be obtained as
Then inserting Eq. (16) back into Eq. (14), we obtain
Equation (17) shows that the degrees of all C-type nodes evolve in the same manner, namely, obeying a power-law distribution. The main difference is that due to the fact that the C-type nodes have different residual energies, the intercepts of the power functions are different from each other. Then, at time t the probability that one C-type node j has a connectivity k j (t) smaller than k is
Suppose that one new C-type node with probability α enters into the network at equal time intervals, the probability density at time t j is defined as
Combining Eqs. (18) and (19) yields
Thus, we can obtain the degree distribution P(k) from Eq. (20)
When t → ∞, further simplifying Eq. (21), we can obtain
where γ = 1 + (1 + α)/α f (E) is the degree exponent. From Eq. (22), we find that the WSN generated by our evolution model has the scale-free property, and thus a good fault tolerance can be achieved. Because in the preferential attachment mechanism the effect of the node residual energy is taken into account, the evolving network is able to keep the energy of the entire system dynamically balanced. Thereby, the life cycle of the network can be extended. Equation (22) also shows that the degree distribution exponent γ of C-type nodes in the network not only depends on the distribution of residual energy f (E), but also changes continuously with the proportion of C-type nodes. Especially, when α = f (E) = 1, γ = 3. In addition, the degree distribution exponent γ is not affected by the evolution time t, the minimum node degree m, and the initial number of nodes m 0 . As the evolution model does not depend on the specific node distributed environment, it can be widely used in various large-scale deployed WSNs with multi-hop communication behavior.
Numerical simulations
In this section, by means of numerical experiments we further study the statistical properties of the proposed WSN evolution model, as well as the transmission dynamical behaviors of viruses in the evolution model. In the simulation, the parameters are chosen as follows: the total number of nodes of the network N = 5000, the initial number of C-type nodes m 0 = 2, and the minimum number of links attached to any node m = 1, 2, 3 respectively. In the evolution process, we assume that the residual energies of all C-type nodes follow a uniform distribution in [0.5, 1]. When viruses begin to spread in the network, one C-type or S-type node is randomly selected as the infected node. We define the effective spreading rate of viruses as λ , the density and the relative density of infected nodes with given connectivity k at time t as ρ(t) and ρ k (t), respectively. As viruses spread in the network, they will finally come to a steady state. The parameters ρ and ρ k are defined as the steady state values (i.e., the virus prevalence) of ρ(t) and ρ k (t), respectively, and ρ = ∑ k P(k)ρ k . [31] All the following simulation results are obtained by averaging over 20 independent runs of the network model. Figure 1 shows the corresponding relationship between the degree distribution P(k) and the density of C-type nodes α in the WSN evolution model. From Fig. 1 , it can be seen that when α has different values (α = 0.2, 0.5, 1), the degree distribution of the evolution model obeys a power-law distribution, which indicates that the WSN generated by the proposed model can acquire a better fault tolerance. Figure 1 also implies that the result of the numerical simulation is consistent with the theoretical analysis from Eq. (22), which fully verifies the correctness of the theoretical analysis. It is noted that due to taking a reasonable approximation in the process of theoretical analysis, there is only a slight deviation between the coefficients of degree distributions P(k) obtained from the above two methods. In Fig. 2 , we show the degree distribution P(k) versus k for three different values of m in the WSN evolution model, where α = 0.5. As shown in Fig. 2, when m changes  (m = 1, 2, 3) , the degree exponent of the evolution model γ remains unchanged, which fully illustrates that the scale-free feature of the proposed evolution model is not influenced by the value of m, and again verifies the rationality of the theoretical analysis. As m increases, the number of links of each node in the network will also increase, thereby enhancing the fault tolerance of the evolving network. However, a large m increases the node energy consumption. Therefore, in order to extend the life cycle of the entire network, we usually select a smaller m when using the proposed evolution model to construct a WSN. In order to describe the data transmission performance of the evolving network, the average path length of the network L and the network efficiency η are introduced. [32] The former indicates the average number of hops among the network nodes for transmitting data. The latter measures how efficiently the network transmits data. The L and η are respectively defined as follows: [16, 33] L = 1
Statistical characteristics of the WSN evolution model
where l i j denotes the length of the shortest path between any two nodes i and j, and η i j = 1/l i j is the efficiency between any two nodes i and j. Figure 3 illustrates the average path length of the evolving network L versus the density of C-type nodes α for two different values of m. We observe that for a given m, L increases as α increases, which means that the larger the number of Ctype nodes in the network, the more hops the data transmission experiences. Therefore, in order to accelerate the data transmission in the network, the proportion of C-type nodes should be appropriately reduced. From Fig. 3 , it can also be seen that for a given α, L decreases with the increase of m, which shows that the increase of heterogeneity level of the network will be favorable for data transmission in the network.
In Fig. 4 , we plot the network efficiency η versus C-type node density α for two different values of m. As shown in Fig. 4 , η significantly decreases as α increases, which indicates that the reduction in the number of C-type nodes can improve the efficiency of data transmission in the network. The main reason for this is that the decrease of α can lower L. Moreover, when α remains invariant, η increases as m increases. This is because the larger the value of m, the more alternative paths can be used to transmit data in the network. Thus, the probability that a smaller L exists increases, and the network efficiency is also improved. Figure 5 shows the evolutions of the density of infected nodes ρ(t) with t for three different values of α, where λ = 0.1 and m = 2. From Fig. 5 , we observe that the viruses can spread in the network and eventually reach a steady state for a given effective spreading rate λ , and the virus propagation velocity is reduced with the increase of α. According to this, we can conclude that the higher the number of C-type nodes in the network, the more slowly the viruses spread. Thus, increasing the C-type node density can effectively inhibit the spreading of viruses in the network. Figure 6 depicts the evolution relationships between the prevalence ρ and the effective transmission rate λ for three different values of α, where m = 2. From Fig. 6 , we find that as α decreases, the virus threshold obviously decreases, while the virus prevalence continuously increases, which indicates that the increase of the C-type nodes can weaken the probability of virus outbreak in the network. Figure 6 also shows that no matter how the value of α changes, the virus thresholds are all relatively small, which implies that the viruses are able to spread easily in the network and eventually reach a steady state. Therefore, when viruses appear in the network, the key nodes should be especially protected. Fig. 7 , for a given λ , the prevalence ρ increases as m increases, which mainly because the large m raises the efficiency of data transmission, and more importantly, also accelerates the spread of virus in the network. As a result, more network nodes are infected. From this, we can conclude that in order to reduce the spreading velocity of viruses in the network, a smaller m should be chosen when we utilize the evolution model to generate a network, i.e., lowering the heterogeneity of the network, which approximately agrees with the conclusions obtained by previous studies on the propagation behavior of viruses in scale-free networks. Figure 8 illustrates the dependence of relative prevalence ρ k on node degree k for two different values of α, where λ = 0.5 and m = 2. As shown in Fig. 8 , when the value of λ is given, the nodes with large degrees are infected more easily. From this, we can see that in the process of virus spreading, after the hubs have been quickly infected, viruses will pervade in the nodes with smaller values of node degree. Figure 8 also shows that the transmitting tendency of viruses in the network will be weakened with the increase of density of C-type nodes. From Figs. 3-8 , we can draw a conclusion that in the WSN evolution model, increasing the value of m can obviously improve the efficiency of data transmission, but the energy consumption of network nodes also increases. Meanwhile, when viruses spread in the networks, the large m greatly increases the transmission velocity of viruses. Therefore, in the process of constructing a WSN by using the proposed evolution model, we should consider all the above cases to determine a reasonable value of m. In addition, when the number of C-type nodes is larger, the network efficiency will be apparently reduced. In fact, the number of C-type nodes may not be too large, and thus a smaller α should be selected. However, when viruses spread in the network, we can appropriately increase m to effectively mitigate the virus spreading in the network.
Virus spreading in the WSN evolution model

Conclusion
Application research of the complex network theory in a WSN has attracted wide attention. In this paper, we present a new evolution model to study the decrease in the fault tolerance of WSN, and discuss the spreading dynamical behaviors of viruses in the model. In order to dynamically balance the energy consumption of the entire network and prolong the network life cycle in the evolution model, the product of node residual energy and cluster node degree is taken as the judgment basis for establishing priority connection. Firstly, it is found that the degree distribution of the evolution model has a scale-free property, so a better fault tolerance can be obtained. Secondly, increasing the number of cluster nodes reduces the network efficiency and the virus prevalence in the network. Thirdly, the heterogeneity of the network improves the network efficiency, but also accelerates the spreading of network viruses. Finally, when viruses propagate in the network, the nodes with large degrees are infected first, then the nodes with smaller degrees are infected. In order to further expand the application fields of the WSN, using the complex network theory to explore the network fault tolerance and the transmission dynamic behavior of viruses in the network deserve to be studied further. This paper deals only the case that residual energies of nodes obey a uniform distribution, but in the real networks, it may satisfy a variety of distributions. Thus, the influence of node residual energy distribution on the spreading behavior of viruses is worth further investigation. Additionally, combining the specific network transport protocols to discuss the virus spreading in the evolution model is another problem that should be studied in the future.
